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OVERVIEW:

the purpose of this document is to prepare each user and accounts for
Password expiration, Step One is to complete the Self Registration
and Step 2, the Password Reset. Once this completed for the District
will enable Password expiration at 180 Days.

This document outlines the process to “define” critical information to
allow Password reset/Recovery and be notified.
Any questions please contact the ESU#3 helpdesk, helpdesk@esu3.org



mailto:helpdesk@esu3.org

Section 1:

SELF REGISTRATION:

Step 1, requires the user to Login to the ADSS Portal, which is available via the “Reset/Forgot Link”

On https://efinance.esu3.org

EDUCATIONAL SERVICE UNIT #3

CLICK HERE

Select the appropriate database and click on Go %

IPleaseSelect L] Gol

@ngemorgomeset Your Password?

If you need to change your password or If you have forgotten your password
click on the "Forgot Your Password” link above.

For questions, please contact the helpdesk by sending an email to helpdesk@esu3.org.

The help desk support staff will contact you during normal ESU #3 business hours,

Monday - Friday 7:30 am to 4:30 pm. The Helpdesk is closed when ESU #3 is closed.

You will be redirected to the Password Reset Portal. Shown below:

The user will login with the “existing” eFinance, username and password to the portal

Please insure you have an email address on the “My Info” page, if you do not please enter one. As this
email will be used to send you notification of the impending password expiration.


https://efinance.esu3.org/
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Set or Reset your Password :

Reset Password
Reset your forgotten password

Change Password
Change your password using cur

b

rent password

Sign in

UserName: |frodo.bagains

Password:

T Log onto: | EFINANCE

LOG into the AD Self Service System with existing
Password and Enroll.

Begin by verified

ManageEngine

ADSelfServicel™
i

Sign Out

Change Password

your password:

) Welcome, frode.baggins

Enrollment

Self Update

Update your parsonal information, su

General

(%as contact details, in this page.

Update your email address. This
INSURES, you will be notified
when your password is about to
expire, this is the only reason.

[] mobile Access

* Mandstory

Description

Web Page :

Office :

Contact

Talepfions Number

I

: [frodo@bagends.home

Home Phone :

Pager :

* Mobile

Addrass

—
—

Fax :

1B Phone ¢

Street :

BO Box :

City ¢

htme flaimnart smasrdng cam

L

State :

MiddleEarth

| —




ManageEngine

8 Walcome, frodo.baggins

Enroliment

T

ADSelfService!" **™*
W Change Password
Self Update

Update your parsonsl information, such as contact datails, in this page.

‘Succassfully updated the user properties.

[ ot accass | | (7) Help

* Mandstory

Description ¢

Contact
Address
licked Update will display
e "Green Banner Shown

 Sian Out

Changa Password

Welcome, frodo.baggins

Enrollment

EESETEE

Self update

Updsate your personal information, such as contact datails, in tNs page.

Genaral

click on the Enroliment Tab

[Mobile Access | (@) vele

# Mandatery

Deseription

Web Page :

Office.

Contact

Telephone Humber :

L 1

i |frodo@theshiraisp.com

Homa Phone.

Pager :

* Mobile.

Addrass

—
———

Fax

1P Phone ¢

Street

Po Box

city

|

) I

stat=

¢ [middlsgarth



In the screen below the user can select one or more of the selectable items to answer.

[ e—
o =3

ADSelfService'
y info. Ghange passucnd

User Registration [ mobila Accass | (7) atp
Tha information yau provide hers would be used ko authenticate you whan attemat ko reset password or unlosk your account.

You have slraady snrolled! If you dasiva, you ean altar your sarollmant infarmation hars
Security Que & Ans

Length Specification

= The minimum length of the snswer(s) should ba 3 characters and maximum llowed is 255 characters

What s your mothers maiden name 7
Vihers is your favorite vacation spot?

What s the first nama of you
Wihan i your parents’ wedding annivarsary 2

Wehat ez your favouite cantoan charactar during your childhosd 2
Wihat i the first name of your grandmothar {mather’s mothar) >

Wihat i yous ather's middle name?
the last schaol you attended?
What is yeur randem rard?

[}s Welcame, frado.baggins
ADSelfService!' #5>24 : 2]
M dnfo e

User Registration [ obie Accass | (2) nelp
Tha infermation you provida hars would ba Lsad t5 authanticata you whan Sttampt 1o rasal password or unleck yout acesunt

You have already enrolied! If you desire, you can alter your earoliment information here.

Security Que 8 Ans

Length Spacification
. The um length of the answer(s] should be 3 characters Enter an
answer to any
Repistar Your Security Que & Ans
of the
Guer [ 12 your shidhond hera © questions

gandalf shown above

T Hids Ansrarte)

Once you click on “Update”, your “answer” is saved, and you can “Now” log out. And begin the reset
process.

] Walcome, frodo.baggins

MjpageEngine ! o I
. plug Sian Out - |
SelfService! P

e

My Info Change Passvard | Envolment |

o/ Successfully Updsted the Registration.

Click on My Info to edit your ovm details.



Section 2:

PASSWORD CHANGE:

While in the AD Self Service Portal you can “Change” your password.

Click ON Change Password TAB:

ADSelfservice!"” . jo)
Welcome, frodo.baggins
Sign Crut

My Info Enrollment

Change Password [ Mobile Access | | (Z) Help

Change your current domain password.

Click on Change Password
Dromain Password Policy Requirements Tab

#* The minimum password age is 1

* The maximum password age is 0

* The minimum password length is 7
* MNo. of Password Remembered is 6

# The password complexity property is Enabled

Old Password

New Password Password Strength

Confirm New Password

cance'

Your Password must meet following criteria:

=

Must be a minimum of seven (7) characters
2. Must contain three (3) of the following four categories:
a. English uppercase characters (A-Z)
b. English lowercase characters (a-z)
c. Number (0-9)
d. Non-alpha-numeric characters (*,$,%)
Password history is retained.
4. You cannot re-use a password
a. An example of a valid password is 1C@t2kO0l.
b. This password uses all four characteristics.
c. Please do not use obvious passwords like Huskerl, your namel, etc

w



ADSelfService" . o

Welcome, frodo.baggins
Sign Out

My Info Enrollment

Change Password [] Mobile Access | | (2) Help

Change your current domain password.

Domain Password Policy Requirements
# The minimum password age is 1

# The maximum password age is 0

# The minimum password length is 7
# No. of Password Remembered is 6

# The password complexity property is Enabled

Old Password LTI
Mew Password ssssssass Fassword Strength @ Good
Confirm New Password TTTT T T

cance'

If you entered New Password Correctly you will see the screen below
and be able to login to eFinance with the new Password.

Your password will be good for 180 days after each Password Change.
At Day 173 of Password’s life you will begin receiving email reminding
you to “Change” your Password, it is as simple as following the above

process to reset the password again.



I‘\n-'lElnagE'Eng,lim:--J |.
ADSelfService!""
Welcome, frodo.baggins
Sign Out

My Info Change Password Enrallment

J Your password has been changed successfully.

————

Click on My Info to edit your own details.




PASSWORD RESET:

Reset is for when you do not remember your password..

On the “Landing Page” https://efinance.esu3.org you will see “Change/Forgot/Reset Your Password? “

You will click that link.

EDUCATIONAL SERVICE UNIT #3

CLICK HERE

Select the appropriate database and click on Go %

IPIeaseSelect L] GoI

@ngelForgot/Reset Your Password?

If you need to change your password or If you have forgotten your password
click on the "Forgot Your Password” link above.
For questions, please contact the helpdesk by sending an email to helpdesk@esu3.org.
The help desk support staff will contact you during normal ESU #3 business hours,
Monday - Friday 7:30 am to 4:30 pm. The Helpdesk is closed when ESU #3 is closed.

The screen below will appear you will “reset Password”


https://efinance.esu3.org/
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Password Reset ESU?

Sign in

Reset Password

User Name: | |
Reset your forgotten pass

? Password: |

Log on to: | EFINANCE hd}

ange Password
Change your password using current password

Type in your “eFinance” login ID:

ManageEngine

N
)
ADSelfService!"

s

; T e [ S PR

o] o

You will need to know the Random word you received in “training” or obtain it from ESU.

If you defined your own “question” you could be prompted for this instead.

& !,churity Questions

[ “ Please answer the following question(s) as per your enrollment profile to reset your password

Answer the below question(s)

Que: Where is your favorite vacation spot?

Ans: | mordar

Type the characters you see in the picture below.

m3iyce

maizcs| K
Letters are not case-sensitive

==

al
=

Following the correct “Password Format”



5. Must be a minimum of seven (7) characters
6. Must contain three (3) of the following four categories:
a. English uppercase characters (A-Z)
b. English lowercase characters (a-z)
c. Number (0-9)
d. Non-alpha-numeric characters (*,$,%)
7. Password history is retained.
8. You cannot re-use a password

a. Anexample of a valid password is 1C@t2k0l.
b. This password uses all four characteristics.
c. Please do not use obvious passwords like Huskerl, your namel, etc

Iime lert tor this operation : ULi1U

o
%

Domain Password Policy Requirements
# The minimum password age is 1
new password must be 3 of 4

h d .
¢ The maximum passverd sge = 0 1. Alpha Numeric, Upper Lower Case,
# The minimum password length is 7 special characters
* No. of Password Remembered is 6
# The password complexity property is enabled
Reset Password [//"

New Passvord 1 | e ] Password Strength :

Confirm New Passvord : | ]

ManageEngine !

[%ADS elfService!"

|:| Mobile Access '; Help |

o The password reset has been done successfully. Proceed with your normal operations. [Back to home]
EINISHEDU
you can now launch and login into to eFinance
as normal

Close the password change screen and return to the Landing Page:

https://efinance.esu3.org



https://efinance.esu3.org/

EXPIRATION:

After 180 days, user passwords will expire, For each of 7 Days prior to the expiration, IF the user does
not reset their password the user will be informed via the email address entered in the Self Service
System that their password will expire in # no of days. On expiration day the user will no longer receive
and email, also they if they attempt to login to eFinance, they will get a message indicating
authentication failure. In order to proceed they WILL at this point need to reset the password per the
instructions shown below, which is a reinteration of information in Section 2 of this document.

At this point you will need to reset your eFinance Password.

-
% — 0 Authentication Proxy Login Page - Mozilla Firefox

|| /Membership Info | VETUSW... % | ("} Authentication ProxyLogin... % |53 |

& a esu3.org ~¢@| 8-~ Q @

Enter Your Authentication

HTTPS Authentication

Username: |

Password: N

OK



@ - 0 Authentication Failed P:

a esu3.0rg

Goodbye

Authentication
Failed !

| DONE |

On the “Landing Page” https://efinance.esu3.org you will see “Forgot/Reset Your Password? “

You will click that link.

ST

g _»} - o o
lace Where Idea -

EDUCATIONAL SERVICE UNIT #3

Click here

Select the appropriate database and click on Go

_JPIeaseSelect j Gol (

iForgot/Reset Your Password?:

If you have forgotten your password click on the *Forgot Your Password™ link above.
For questions, please contact the helpdesk by sending an email to helpdesk@esu3.org.
The help desk support staff wil contact you during normal ESU #3 business hours,
Monday - Friday 7:30 am to 4:30 pm. The Helpdesk is closed when ESU #3 is closed.



https://efinance.esu3.org/

The screen below will appear you will “reset Password”

Educational Service Unit 3 _i'é

Password Reset ) ESU3

Here

Sign in

Reset Password

User Name: | |
Reset your forgotten pass

Password: |
ange Password

Change your password using current password Log on to: | EFINANCE ;I

Type in your “eFinance” login ID:

ManageEngine

,\‘
ADSelfService!'*

s

- oomain s tarme S—
eFinance Usename. s (e ’
cemain e
cancel

You will need to know the Random word you received in “training” or obtain it from ESU.

If you defined your own “question” you could be prompted for this instead.



Shcurity Questions

[‘,

Flease answer the following question(s) as per your enrollment profile to reset your password

Answer the below question(s)

Que: Where is your favorite vacation spot?

Type the characters you see in the picture below.

mice

m3izce| fv’

Letters are not case-sensitive

Cancel

Following the correct “Password Format”

1. Must be a minimum of seven (7) characters

2. Must contain three (3) of the following four categories:
a. English uppercase characters (A-Z)
b. English lowercase characters (a-z)
c. Number (0-9)
d. Non-alpha-numeric characters (*,$,%)

3. Password history is retained.

4. You cannot re-use a password
a. An example of a valid password is 1C@t2kO0l.
b. This password uses all four characteristics.

c. Please do not use obvious passwords like Huskerl, your namel, etc

lime left tor this operation : ULi1U (1)
7
% Reset Password

Please enter a new password in the boxes below:

i ssword Policy Requirements
* The minimum password age is 1
new password must be 3 of 4
# The maximum passweord age is 0 L —————————————SN
.

The minimum password length is 7

1. Alpha Numeric, Upper Lower Case,
‘ r special characters
* No. of Password Rememberad is 6
* The password complexity property is  enabled

Reset Password r//

New Passvord @ | -

Password Strength :

Confirm New Passvord @ |

Type the characters you see in the picture below.



=
ManageEngine /

[%ADSe.I’fService plus

D Mobile Access | '?' Help

J The password reset has been done successfully. Proceed with your normal operations. [Back to home]

FINISHEDI!
you can now launch and login into to eFinance
as normal,

Close the password change screen and return to the Landing Page:

https://efinance.esu3.org
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